DATENTRANSFER IN DRITTSTAATEN UND
RECHTSDURCHSETZUNG NACH DER
DATENSCHUTZGRUNDVERORDNUNG
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TEIL 1: DRITTSTAATSTRANSFER (USA)
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FISA § 1881a

Electronic Communication Service Provider
“Foreign Intelligence Information”

AS S
“Certification” fur ein Jahr (,F/SA Court”)
— Minimizing / Targeting procedures (US persons)

“Directive” an den Service Provider
— API (?)
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SAFE HARBOR: RECHTLICHE ARGUMENTATION
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We self-certify compliance with
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o
Art 7 & 8 GRC

* ,PRISM* -v-  Vorratsdatenspeicherung
* Inhaltsdaten -v- Metadaten

* “Available”  -v- Speicherung

* Endlos -v- 24 Monate



Art 8 GRC

e ,Making Available”
— EU VerhaltnismalRigkeit

TOP SECRET//COMINT//REL TO USA, FVEY

(TS//SI//REL TO USA, FVEY)
User Activity Possible Queries

User Activity

Datetime: !

Search For: LOrNATR

Search Value: My _Usamame

Reaim natlog

Facebook Inc.
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Konflikt

EU CHARTER OF
FUNDAMENTAL RIGHTS

§ 1881a FISA

PRIVACY I
SURVEILLANCE!!!




SAFE HARBOR: DPC
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i Data protection
eir rot
c:;acr:::“g:m ' Commissioner

1 don’t think it will come as much of a surprise
that in fact US intelligence services do have access

from US companies



LJCAD VI, SCATCITS,
With reference to your letter of 29" July 2013, please see the following points.

As previously stated, we consider that we have set out our position clearly in previous
correspondence and the fact that we choose not 1o comment on all arguments you
have presented should not be taken to mean that we agree with them. We therefore
reserve the right to argue them as necessary in the course of judicial review

proceedings
»Shall“=,,may” Jfrivolous”
T'ooeTrearwegem m ol'the positmn that thérorsoasts—wrmiin the Data Pmlunon

Acts 1988 and 2
a complaint and t
rely on Sections
relevant legal ba
position on this point or, should it anse, dctcndmb our position that there 1s no basis
for an investigation of this complaint (*Complaint 23%).

Please be advised that we can no longer respond in detail to further correspondence
where you seek to summarise or limit our position in this matter and instead we wall
refer you to our correspondence to date on this matter.

Yours sincerely,

Cain Q2001

Ciara O'Sullivan
Sentor Comnhiance Officer




At the Irish Data Protection Authority...

Why did you not investigate PRISM?

* A: ,shall“ means ,may“ + B: ,frivolous or vexatious”

+ C: Combination of A and B + D: Another reason




SAFE HARBOR: HIGH COURT
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SAFE HARBOR: EUGH
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Entscheidung (GRC)

SH ist ungultig:

e ,eine Regelung die es gestattet
generell auf den Inhalt elektronisch-
er Kommunikation zuzugreifen”
verletzt Art 7 GRC

* ,Regelung, die keine Méglichkeit
vorsieht, mittels eines Rechtsbehelfs
Zugang zu Daten zu erlangen oder
ihre Berichtigung oder Loschung
zu erwirken” verletzt Art 47 GRC




Kernbereich

Kein Eingriff VerhaltnismaBigkeit Kernbereich

1. Legitimate aim for the measure
2. Measure suitable to achieve the aim
3. Measure must be necessary to

achieve the aim (Less onerous way?)

4. Measure must be reasonable,
considering the competing interests
of different groups at hand



PRISM: ZUKUNFT

@maxschrems



Datenubermittlung in die USA

Wichtig:
- Nur ,,Privileg” fir US-Unternehmen weggefallen

- USA nun wie jeder andere Drittstaat

Konsequenaz:

- Ausnahmen in Art 26 der RL 95/46/EC
z.B.: Zustimmung, Vertrag, StVK, BCRs...




H ,Your data may be processed outside of the
ZUStI mmu ng EEA, including the United States*”
,Your data is subject to US law*
EU Recht:
,Your data is subject to all applicable /laws*
- Frel
OK
- Informiert
- EindEUtig ,| agree that all my personal data is
. made available to the NSA, FBI (...)"
- Spezifisch
YES No
US Recht:

- “Gag Orders”




Standardvertragsklauseln / BCRs

- Klausel 5(b) des Anhangs zur E 2010/87/EU

- Information des US Importeurs Gber US-Recht
- Option den Vertrag zu kiindigen

- Art 4(1)(a) der Entscheidung 2001/497/EC
- Verweis auf Artikel 13 der RL 95/46/EG




SAFE HARBOR: PRIVACY SHIELD
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From: "FOlA@trade.gov" <FOIA@trade.gov>
Subject: FOIA Expedited Processing Disposition

Reached for DOC-ITA-2016-000577
Date: February 10, 2016 at 4:04:25 PM EST

To: "EOlA@epic.org” <FOlA@epic.org>

Your request for Expedited Processing for the FOIA
request DOC-ITA-2016-000577 has been denied.
Additional details for this request are as follows:

® Request Created on:02/08/2016

® Expedited Disposition Reason: Because the
record that you requested does not exist, we
are denying your request for expedited
process. Please note that the Department has
provided you a final response within ten calendar
days.

® Request Long Description: EPIC seeks the
immediate release of the “Privacy Shield,” a
framework for transatlantic data flows,
announced by Secretary Pritzker on February 2,
2016.



ZWEI HURDEN
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Art 25 RL 95/46/EC GRC
,der Sache nach gleich” Art 7, 8 & 47
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ANNEX VI, SEITE 4

PPD-28 also provides that signals intelligence collected in bulk can only be used for six
specific purposes: detecting and countering certain activities of foreign powers; counterterrorism;
counter-proliferation; cybersecurity; detecting and countering threats to U.S. or allied armed
forces; and combating transnational criminal threats, including sanctions evasion. The
President’s National Sccurity Advisor, in consultation with the Director for National Intelligence
(DNI), will annually review these permissible uses of signals intelligence collected in bulk to see
whether they should be changed. The DNI will make this list publicly available to the maximum
extent feasible, consistent with national security. This provides an important and transparent
limitation on the use of bulk signals intelligence collection.




PPD-28, SEITE 3

Sec. 2. Limitations on the Use of Signals Intelligence

ColleEfed in Bulk.

Locating new or emerging threats and other wvital national
security information is difficult, as such information is often
hidden within the large and co ex system of modern globkal
communications. The United es must consequently collect
signals intelligence in bulk® 1n certain circumstances in order
to identify these threats. Routine communications and
communications of national security interest increasingly




PPD-28, SEITE 3, FN 5

° The limitations contained in this section do not applv to signals

intelligence data that i1s temporarily acquired to facilitate targeted
collection. References to signals intelligence collected in "bulk"™ mean the

authorized collection of large quantities of signals intelligence data which,
dus to technical or operational considerations, i1s acguired without the use
of discriminants (e.g., specific identifiers, selection terms, etc.).
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v

(i) ,has been investigated”
(ii) ,,complied or remedied”

‘IIIIIII

,Will neither confirm nor deny that whether
the individual has been the target of
surveillance” nor ,,confirm specific remedy”

ANNEX Ill, Paragraph 4(e)
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TEIL 2: RECHTSDURCHSETZUNG NACH DER
DSGVO

@maxschrems



DSGVO: DUALE DURCHSETZUNG

- Beschwerde bei der Datenschutzbehorde

- Betroffenenort / Unternehmensort
- Zwei-Parteien-Verfahren

- Rechtsschutz (Verwaltungsgericht)
- Strafen (€ 20 Mio / 4%)

- Zivilrechtliche Durchsetzung

- Wohnort, Niederlassung, Hauptverwaltung, Verbraucher (...)
- Unterlassung, Loschung, Auskunft, Schadenersatz (...)







DSGVO: GEMEINNUTZIGE VEREINE

- Artikel 80 (1)

- Beauftragung durch Betroffenen
- ,Massenbeauftragung”

- Artikel 80 (2)

- Abstrakte Klage (nur in wenigen Mitgliedsstaaten)










ECKPUNKTE

e Kommerzieller Fokus
* Europaischer Fokus

* Netzwerk / Hub Basis
* Subsidiar
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